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TEPMHWHBI U COKPALLIEHUSA

Tepmun Onpenenenue
FTP File Transfer Protocol— cTangapTHBII TPOTOKOIN, IpeTHA3HAYEHHBIH A1t epenadu (aiiioB o
TCP-cetsim
MNP Mobile Number Portability — mepeHoCMMOCTS HOMEPOB MOOHMJIBHBIX TeJIC()OHOB
sFTP SSH File Transfer Protocol — mpoTokos MpuKiIagHOro ypoBHSI, IpeIHa3HAYSHHBIH IS

KOIMPOBAHUS W BBITIOJIHEHNUS IPYTUX onepanuii ¢ Qaiiiamu noBepx HagéKHOTO U 0€3011acHOr0
COCIMHEHUS

AbonenT (anri.

Ilonp30BaTenn YCIyr CBsA3H, C KOTOPBIM OIIEPATOPOM CBSA3U 3aKIIIOYUCH JOTOBOP 00 OKa3aHHH

Subscriber) TaKUX YCIIYT ITPY BBIACICHHUH JIUISI 9THX Iieield aDOHEeHTCKOT0 HOMEepa MM YHUKAJIBHOTO KOJa
UACHTU(DUKAIHH.

ACP ABTOMaTHYECKas CHCTEMA PacueTOB, YCTAHOBIICHHAs y 3aka3zuuka mwiu ero 130

bl Baza nanHbIX

HC, Cucrema, Wndopmannonnas cucrema «Konseprep MNP aiinos»

Konseprep MNP

Konseprep Cucrema, cocrosnias u3 b/l 1 KOMIIOHEHTOB MIPUIIOKEHUH, U IIPEAHA3HAYECHHAS JUIs
npeoOpa3oBaHus (aiioB ¢ nepeHeceHHpIMH Homepamu (popmara LIBATIH B ¢aiinsr popmara
BHemHer cucteMbl. Konseprep — Habop npouenyp Postgres u ckpunros camel

OBAITH LenTpanbHast 6a3a JaHHBIX IEPEHECEHHBIX HOMEPOB, LICHTPAJILHBIN PENO3NTOPHUH,
(UKCHPYIOIIMIA ollepauy repeHoca TeaeGoHHoro Homepa abOHEHTa B CiTydae nepexoza K
JIPyroMy OnepaTopy

Apache Camel OTKpBITHIH KpoccmaThOpMEHHBIN java-(hpeMBOPK, KOTOPBIH ITO3BOJISIET IPOBOJUTH
MHTETpanuio MPUIOKEHUH B TPOCTON M OHATHOH (opme.

PS ACP «PETER-SERVICE». B xonrekcre nokymenta ¢opmar daitos ¢ ranasiva MNP no
tpeboBannsm nokymentan ACP «PETER-SERVICE»

oC OnepanuoHHas cucteMa

1(0) [IporpammHOe oOecricucHHe

HCH HopwmaTusHO cipaBouHast nHpopManus



https://ru.wikipedia.org/wiki/%D0%9E%D1%82%D0%BA%D1%80%D1%8B%D1%82%D0%BE%D0%B5_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D0%BE%D0%B5_%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%BE%D1%81%D1%81%D0%BF%D0%BB%D0%B0%D1%82%D1%84%D0%BE%D1%80%D0%BC%D0%B5%D0%BD%D0%BD%D0%BE%D0%B5_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D0%BE%D0%B5_%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/Java
https://ru.wikipedia.org/wiki/%D0%A4%D1%80%D0%B5%D0%B9%D0%BC%D0%B2%D0%BE%D1%80%D0%BA
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2 OBIIUE ITOJIOXKEHUA

JIlaHHBI JOKYMEHT CONEPKUT OMUCAHUE AEHCTBUM, BBIIOJHAEMBIX aIMUHUCTPATOPOM
Koneprepa MNP npu npomsliiuieHHO# 3kciutyatauud CHUCTEMBI.

B nepeueHb Takux NEHCTBUNA BXOAMT:

YcranoBka u 00HOBIeHUE [10:

e  PasseprsiBanue CTpyKTypsl B/I;

e IIpwioxenus mnpTransport;

e [Ipunoxenuss mnpConverter;

L4 YcTraHoBKa BCIOMOTATEIbHBIX YTUIIAT,

Hacrpoiika I10:

e OmnucaHue HaCTPOEUHBIX NapaMeTpoB B B/I;

e Hacrpoiiku OC

3anyck u ocranoBka I10:

e 3anyck npuioxeHus mnpTransport;

e 3amyck cron.job;

e  OcraHoBka npuioxxenuss mnpTransport;

e OcraHoBKa cron.job;

e  OcTaHOBKa OT/AETBHBIX MAapUIPYTOB 3arpy3KH U BRITpY3KH B mnpTransport;

e  OcraHoBka 00pabOTKH OTJENBHBIX TUIIOB BXOAHBIX/BBIXOIHBIX (haHIIOB.

BrlnoaHeHne pyyHbIX OIIEpAIAN:

e 3amyck yTWINTHI IEpBOHAYAIBHON 3arpy3Ku

e 3amyck oTAenbpHBIX onepanuii mnpConverter.

Mouwutopuur 110:

e  MOHUTOPUHT JIOTOB NpUIOKeHUs mnpTransport;

e  MOHUTOPHHT JIOTOB paboThl mpuioxenus mnpConverter.
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3 IHHEPEYEHD SKCILIYATAIIMOHHOM
JOKYMEHTAIIUAN

AJMMHUCTpAaTOp  CHCTEMBI  JIOJDKEH OBITb ~ O3HAaKOMJIEH CO  CIICAYIOUICH
JKCILTyaTallUOHHOW TOKYMEHTALUEH:

e Uudopmaunonnas cucrema «Kouseprep daitnoB MNP». Texunuueckas
cnerudukanus (Onrcanue pemeHus)

e Hudopmaunonnas cucrema «Kouseprep daiinoB MNPy». Onucanue Tabnui 6a3sl
JTAHHBIX.
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4

4.1

HA3ZHAYEHUE U YCJIOBUA IPUMEHEHUSA

Ha3znayenne CucreMbl

Cucrtema mpenHa3zHaueHa Ui aBTOMATHYECKOrO IMpHeMa W IMpeoOpa3oBaHUs
¢aiinoB ¢ JaHHBIMM TO NEpeHECeHHbIM HoMmepamu u3 ¢opmara LIBAIIH B ¢aitibl
dbopMara cucteM moTpedOUTENCi.

4.2

CoctaB Cucremsl

CucremMa BKJIIOYAET B ce0s:

4.2.1

onepanuoHHoi cucrembl RedOS 7.3:

Kommexc NPOrpaMMHOI0 obecnevyeHust 1oJx ylpaBJjieHHEM

o [Tpunoxenus mnpTransport peann3oBaHHOrO Ha maTgopme Apache
Camel;

o ITpunoxxenns mnpConverter peaanM30BaHHOIO B BHUAE XPaHUMBIX

nporuenyp u Gyukiuii 1 uHbIX 006eKTOB CYB/] Postgres;

o Y TUIUTBI IEpBOHAYAIBHOU 3arpy3KH;
° CYB/] Postgres Pro Standard;

o BcnoMoraTtenbHbBIX U CITy>KEOHBIX YTHUIIAT

4.2.2 KoMmiekc TeXHMYECKHX CPeICTB, Pa3BEéPHYTHIN B cpele BUPTYAJIN3alUU
KopnoparusHoii 06;1a4H0i niiaT¢gopmbl:
HaumeHoBaHue Ha3nauenue IP anpec Poab cepBepa
FS1 Cepsep npuitoxenus ( GpaiitoBelii cepsep), 10.26.105.58 | PROD
obecrieunBaet padoty mnpTransport 1 yTHINTHI
TIepBOHAYAILHOM 3arpy3KH
FS2 Cepsep nprtoxkenus ( paiinoBblil cepBep), pe3epBHBIN. 10.26.105.59
DB1 Pensiiimonnas BJ1, xpanenue u o0padotka naHHbIX. bJ1 10.26.105.50
XpaHuT MeTanH(popManuio Mo oopadaTeIBAEMbIM
3ammcsM, UCTOpHs 00paboTKH (aiIoB — YTeHHE/3aMUCh
DB2 Pensiimonnas BJI, xpanenune u ob6paborka manubix. BJI | 10.26.105.51
XpaHUT  MeTauH(pOpManuio 10  0oOpabaTbIBaeMbIM
3ammcsM, UCTOpHs 00paboTKH (aiIoB — YTEHHUE
NFS Cepsep amst npueMa 1 xpaHeHus ¢aitnos (momydyennsix u | 10.26.105.52 | PROD, DEV
00paboTaHHBIX),  apXMBHBIX  KypHaIoB B/l
MIPOMEKYTOUHBIX pe3epBHbIX Konuid B/]
Consull Knacrtep cepsepoB Consul (pactpenenearoe xpanmmume | 10.26.105.53 | PROD
Consul2 KoHQurypauuii) 10.26.105.54
Consul3 10.26.105.55
DB _Dev Pensimuonnas BJ1, cpena pa3paboTku 10.26.105.56 | DEV
FS Dev Cepep mnpunoxkenust ( (aimoBeiii cepsep), cpema | 10.26.105.57
pa3paboTku
4.2.3 MuHUMAJIbHBIA COCTAB TEXHHMYECKUX M MPOrPAMMHBIX CPeICTB IJs

pa3BépThIBaHNusA U PyHKIMOHNPOoBaHus Cucrembl

[TporpammHubie TpeGOBaHUS:
o OC — Linux mogo6HbIe CUCTEMBI
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o Java - OpenJdk 11

o Python — Python 3.10

o OpenSSL —Open SSL 1.1.1
e AnmaparHble TpeOOBaHUS:

o NFS cepgep:

O3y —8I'b

HDD: OC — 50 I'6, NFS muck — 500 I'6

CPU - Intel(R) Xeon(R) Gold 6248R CPU @ 3.00GHz (4 snpa)
Network — 1I'6ut/c

o B/l cepsep:

O3V - 12I'b

HDD:OC - 5016, B/ —200 I'6, bakan — 200 I'0

CPU - Intel(R) Xeon(R) Gold 6248R CPU @ 3.00GHz (8 sinep)
Network — 1I'6ut/c

o FS cepsep:

O3V - 8I'b

HDD -50T106

CPU - Intel(R) Xeon(R) Gold 6248R CPU @ 3.00GHz (4 snpa)
Network — 1I'6ut/c
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5 OINEPAIIMW/AEVICTBUA, BbIITIOJTHAEMbIE
AIMUHUCTPATOPOM B XOJAE ITPOMBIIIVIEHHOU
IKCIHJIYATALIUU CUCTEMbI

5.1 IlepBuuyHas ycranoBka I1O

5.1.1 PasBeprbiBaHHe cTPYKTYpPHI B/]

PasBépreiBanue ctpykTypsl bJl BeimonHserca uepes 3asaBKy B Llentp Komnerenunii
Postgres (https://ihelp.rt.ru/projects/PSCC/) ¢ 3ampocom:

e (Co3marh CXeMy JaHHBIX mnp_convertor;
e (Co3zmarh poib U MI0JIB30BATES MNp_convertor;
e VYCTaHOBUTH pg_Cron co CIEAYIOIKUMU apaMeTpPaMHU:

shared preload_libraries = 'pgpro_stats, pg_cron'
cron.database_name="mnp_convertor'
cron.use_background workers=on
cron.host="/tmp'

e VcTaHOBUTH KIMEHTCKHE npuioxkeHus Postgres Ha cepsepa DBI1, DB2,
DB Dev

5.1.2 VYcranoBka npuioxeHussi mnpConverter Ha cepepbl B/I

[IpenBapuTenbHO JOKHA OBITH CO3[aHAa CXeMa mnp_convertor ¥ poJib/T0Ib30BaATENb
mnp_convertor

C cepBepa ¢ KOTOpPOro OyJIET MPOU3BOAUTHCS YCTAHOBKA HEOOXOIUMO:

e ckomupoBarh gupektopuro mnpConverter PG u3 quctpuOyTtvBa Ha OIWH U3
cepeepoB DB. Ilpu ycranoske B 30He DEV ucnons3oBats cepsep DB _Deyv;

e B CKpHIITE account.sql B CTpOKE pgp_pub_encrypt('test',
dearmor(pg_read_file('keys/public.key'))) test 3ameHuTr Ha daKTUYECKUN
napons noaxkiaoueHus K LIBJIITH;

e s (aitnoB seq.sh, table.sh, value.sh, install.sh BemaTe mpaBa Ha 3amyck, ¢
MOMOIIBI0 KOMaHbI - chmod +x myTh 10 daiina;

® 0] [TOJIb30BATEIEM Y KOTOPOTO €CTh IpaBa JJsl moAkitoueHus k b/l (Hampumep
coder) mnp_convertor BeIModHUTG install.sh U3 aupexTopun ¢ 3TUM Qaiinom, B
KOHCOJIM OYZIeT BBIBEJICH PE3yIbTaT yCTAaHOBKH.

5.1.3 VYcranoBka npuio:xkeHusi mnpTransport Ha ¢aiinoBblie cepBepbl

e ckomupoBath U3 AucTpuOyTHBa (aiin mnpTransport-X.Y.jar Ha cepBepa FS1 u
FS2 B pabouyto nupekroputo, Hanpumep - /home/coder. Ilpu ycTranoBke B 30He
DEV ucnons3oarts cepsep FS Dev;

e  BBIJIATh [IPaBa Ha 3aIyCK MPHIOKEHHS , C TOMOIIBI0 KOMaH bl - chmod +X myTh
1o (haiina;


https://ihelp.rt.ru/projects/PSCC/
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5.1.4 YcraHoBKa yTHINTBHI IEPBOHAYAIBbHOM 3arpy3Ku

YcranoBka BeinonHsAeTcs Ha cepepa FS1 wn FS2 B pabouyio nupekropuio, Hanpumep

- /home/coder. IIpu ycranoske B 30He DEV ucnons3zoBats cepep FS Dev.

® Ui YCTAHOBKU YTHJIUTHI IEPBOHAYAIBLHOM 3arpy3Ku HEOOXOIUMO YCTAaHOBUTH
python Bepcuu He Hmwke 3.10. Ilocie yero ycTaHOBUTH BCIOMOTATENbHBIC
6ubnMoTeKH (C BepCUsIMHU HE HUXKE):

Cffi 1.15.0

Cryptography 3.2.1
Paramiko 2.9.2
psycopg2 2.9.3
pycparser 2.14

PyNaCl 1.4.0

Setuptools 60.9.3

Six 1.16.0

e co3/aTh Kataior log B AMPEKTOpPUN U3 KOTOPOH OyJeT MpOM3BOIUTHCA 3AIYCK

getfiles.py;

® CKOMMPOBATH (paldiIbl BXOJAIINE B COCTAB YTUIMTHI IEPBOHAYAILHON 3arpy3KH
yKa3aHHbBIE B TAOJIMIE U3 TUCTPUOYTHBA B TUPEKTOPUIO B KOTOPOIl ObLI cO3aH

karajsor log:
Ne m.im HNmsa daiina Haznauenne daiisna
1 getfiles.py YTunuTa nepBoHavalIbHON 3arpy3KH
2 validateConfig.py TexHOMIOTHYECKUH CKPUNT JJIS1 IPOBEPKH KOPPEKTHOCTH
KoH(purypanuonHoro daitia
3 customException.py TeXHOMOTHYECKUI CKPUIIT AJIst 00pabOTKH OIINOOK
4 settings.ini OO0mmit KOHQUTYpaOHHBIN (aiin — ucropus + telegent
5 settings_telegent.ini Kondurypanus no 3arpysku ¢aiinos juis telegent

5.1.5 VYcraHoBKka BCIOMOraTeJbHbIX YTHIHT

CkonupoBaTh CKPHUITHI U3 AUCTPUOYTHUBA COTTIACHO MPUBEACHHON Tadnue:

MIPOTMCEIBACTCS B
crontab

HaumenoBanue | Cepsep Ha3nauenne IIpumeuanue
OuncTka BpeMEHHBIX IMpumep: 00 3 * * * /bin/bash
clearTech.sh NFS ¢aiinos, /home/coder/clearTech.sh >

/home/cover/clearTech.log 2>&1

createmd5.sh NFS

Cosznmanne md5

Bri3siBaercs u3 incron

createUser.sh NFS

nons3oBareaer OC

¢aiiios.
checkmd5.sh NFS Cospmanne mdS daiinoB | BrizpiBaeTcs U3 cron
Coznanue Co3zparoTces Noab30BaTENN AT

nogxouenust CCIIJL u Tenerent no sftp x
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BBIXOJHOH CTPYKTYp€ KaTaJlOroB

KOHBEpTepa

gensert.sh DBI1,DB Dev

l'enepanus
cepTU(UKATOB IS
MOIKIIIOYEHHS 110 Ssl K

BI

Pa3memniaeM Ha 1 cepBepe 1 Ha HEM
TCHEPHUPYEM, IIOTOM CePTUDUKATHI
KOIMpyeM Ha 00a cepBepa, 4To ObI KIIMEHTY
HE MEHSTh KaXbIi pa3 KIMEHTCKUN

ceprudukar

getversext.sql DB1,DB2,DB Dev

[Monyuenue Bepcun
pg_cron

infosoft 50.sh DB1,DB2,DB Dev

[Honyuenue Bepcuu
YCTaHOBJIEHHBIX
IIAKETOB postgres

infosoft 52.sh NFS

[Momyuenne Bepcun
YCTaHOBIICHHBIX
[MaKeToB incron u nfs

infosoft 56.sh FS Dev

[Honyuenue Bepcuu
YCTaHOBJIEHHBIX
IIAKETOB postgres

infosoft 57.sh DB Dev

[Monyyenue Bepcuu
YCTaHOBJICHHBIX
makeToB openjdk u
6ubamoTek python

infosoft 58.sh FS1,FS2

[Monyyenue Bepcuu
YCTaHOBJICHHBIX
maketoB openjdk u
6ubamoTek python

mkdir dev.sh NFS

CO3/IaHUE CTPYKTYPBI
KaTaJIoroB Ha 00IeM
nmucke (DEV

CTPYKTYpa)

mkdir prod.sh NFS

CO3/IaHUE CTPYKTYPBI
KaTaJIoroB Ha 00IeM
nucke (Prod

CTPYKTYpa)

mount_nfs.sh DB1,DB2,DB Dev

IToaxmoueHne AUCKOB
k NFS

BeInonHeHne CKpHITa BBIOIHIETCS
Pa30BO IpH NEePBOHAYATIBHON
pa3BépteiBanuu 110

sshd config NFS

daitsr KoHpUTYpaUH
s ssh

Hns ycranoBku createmdS.sh Ha cepBepe HEOOXOIMMO YCTAaHOBUTH

penosuropun OC, 1ociie 4ero HaCTPOUTH COIVIACHO TOKYMEHTALIUU:
https://habr.com/ru/post/66569/

ITpumep Hactpoiiku NFS cepsepa:

/mnt/data/dev/fs/output/FORMAT_PETER_SERVICE/MnpTrf/ IN_MODIFY

/home/coder/createmd5.sh S# S@

incron w3

/mnt/data/dev/fs/output/FORMAT_PETER _SERVICE/MnpTrfPart/
IN_MODIFY /home/coder/createmd5.sh S# S@

st paboTh!l yrunuThl gensert.sh HeoOxoanMo ycraHOBUTE openssl Bepcueii He Hipke 1.1.1
U IPOBEPUTH MyTh B gensert.sh 1o openssl.cnf


https://habr.com/ru/post/66569/
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5.2 ¥Ycranoska o0HoBgeHui I1O
B muctpubyTtuse ¢ o0HOBICHHEM Oy €T MPUCYTCTBOBATH (hailn readme.txt ¢ UHCTPYKIHEH
10 YCTAHOBKE.
5.2.1 OonoBaenne npuwio:xkenus mnpConverter B B/1

e yOeauThCS YTO HE BBIMOJIHSACTCS 3arpy3ka\BbITpy3ka (cM. paszzmen 5.6.1) wnm
obpaboTka (cM. pazmen 5.6.2) daiinos;

®  BBIIIOJHUTH OCTAHOBKY NPUJIOKEHUN corinacHo myHkTam 5.4.3, 5.4.4;

® BBHINOJIHUTH  YCTAaHOBKY  OOHOBIIEHHH  coriacHo  (aimy  readme.txt
MOCTaBJISIEMOMY B IUCTPUOYTHBE;

e  BBIIIOJHUTH 3aIIyCK NPUIIOKEHUH corsacHo pasaenam 5.4.1, 5.4.2.
5.2.2 Oo0HoBeHue npuioxenus mnpTransport

e yOeauThCS YTO HE BBHIMOJIHSACTCS 3arpy3ka\BbITpy3ka (cM. paszzmen 5.6.1) wim
obpaboTka (cM. pazmen 5.6.2) daiinos;

®  BBIIOJHUTH OCTAHOBKY NPUJIOKEHUH corinacHo myHkTam 5.4.3, 5.4.4;

®  BBINOJIHUTH YCTAHOBKY COTJIACHO paszeny 5.1.3, eciu He yka3aHo MHOTO B ¢aiine
readme.txt;

e  BBINOJHUTH 3aIIyCK NPUIIOKEHUI cornacHo pasaenam 5.4.1, 5.4.2.
5.2.3 OO0HoOBJIEHHE BCIIOMOTraTeJIbHBIX YTHJINT U nakeToB Linux

e CkomupoBaThb Ha cepBepa COIJacHO omnucaHus B (Qaiine readme.txt
MOCTAaBJIIEMOM B JUCTPHOYTHBE.

5.3 Hacrpoiika I10

5.3.1 Hacrpoiiku OC
e CreHepupoBath pgp KIouu: gpg --gen-key
e PasmMecTHTh CreHepupoBaHHbBIE KIIIOYH B Katajiore keys katanora ¢ b/
gpg -a --export > ./public.key
gpg -a --export-secret-key > ./private.key
e Hacrpoiika ssl nogxmouenus k b/I:

[TpoBeputh Bepcuto openssl Ha cepepe B/ u kinente: openssl version
JOJDKHA OBITh He Hike 1.1.1
CreHepupoBaTh U pa3MECTHTh CEPTU(PHUKATHI (MOXKHO BOCTIOIB30BATHCS
CKPHUITOM gensert.sh BEICTABUB HEOOXOAMMBIE TTApaMETPHI (OMTUCaHBI HUKE) B
paboure KaTaaoru MoJb30BaTENS OT KOTOPOTO MPOU3BOAUTCS MOAKIIOUESHHE
(marmpumep coder) u karazor ¢ bI:
o CrenepupoBaTh CaMOIOJANUCAHHBIA CEPTHPHUKAT yIOCTOBEPSIONIHIA
[IEHTP Y MPUBATHBIN KJIFOY U BBICTABUTH MTPABUIILHEIC MPaBa:
S openssl req -new -nodes -text -out root.csr -keyout root.key -subj
"/CN=myca"
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S chmod og-rwx root.key
S openssl x509 -req -in root.csr -text -days 3650 -extfile
/etc/openssl/openssl.cnf -extensions v3_ca -signkey root.key -out root.crt
Baxkno, uTto0b1 CN oTiiMYajIcsl OT MMEHHM cepBepa, JAJsi KOTOPOro
Aajabuie OyleT reHepUpPOBaThLCS CepBePHbIN cepTuduUKaT.
CreHepupoBath cepTH(HKAT CepBepa U €ro MPUBATHBIN KITFOY:
S openssl req -new -nodes -text -out server.csr -keyout server.key -subj
"/CN=crm-dev-db1"
S chmod og-rwx server.key
S openssl x509 -req -in server.csr -text -days 365 -CA root.crt -CAkey
root.key -CAcreateserial -out server.crt
CN — dns ums cepBepa
CxommpoBarts root.crt, server.crt u server.key 8 SPGDATA.
CreHepupoBaTh KJIMEHTCKUH cepTU(UKAT U KITIOY:
8 openssl req -new -nodes -text -out client.csr -keyout client.key -subj
"/CN=postgres"
8 chmod og-rwx client.key
8 openssl x509 -req -in client.csr -text -days 365 -CA root.crt -CAkey
root.key -CAcreateserial -out client.crt
CN — ums BJ] x koTopoit OyaeT mponu3BOANTCS MOAKIIOYCHNE
CkonmpoBatp root.crt, client.crt u client.key Ha kiaMeHT, Hampumep B
~/.postgresql
BbicTaBUTb HACTPOMKK postgres'a n pg_hba Kak y KaneHTa 1 npoBepuTb:
Mpumepbl HAaCTpOEK:
Postgresql.conf

ssl =on

ssl_ciphers = 'HIGH:MEDIUM:+3DES:!aNULL'

ssl_prefer server ciphers =on

ssl_ecdh_curve = 'prime256v1’

ssl_dh params_file ="

ssl_cert_file = 'server.crt'

ssl_key file = 'server.key'

ssl_ca_file = "root.crt'

pg_hba.conf

hostssl all all 0.0.0.0/0 cert

5.3.2 OmnucaHue HACTPOEYHBIX NapaMeTpPoB npuiaokennss mnpConverter B B/

Hactpoeunsie mapamerpsl BemyTcst B Tabnuume mnp params. CHHCOK HAaCTPOEUHBIX

[1apaMeTpoB:
HaumeHoBanue Onucanue 3HauyeHue IPU YCTAHOBKE
version Bepcus I10 CooTBeTcTBYET BEpCUU
mnpConverter
mLogLevel YpoBeHb TOrMPOBAHUS: 3
1 - error, message;
2 - warning, error, message;
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3 - debug, warning, error,
message
DayHistory I'my6una BeIOOpKM maHHBIX 1 | 90
MNPTRF B nasax
Ver With Dt Jara  ycranoBkum  Tekymedl | COOTBETCTBYET 1aTe€ yCTaAHOBKH
BEpCUH
LogDayHistory I'mybuna coxpanenust joros B | 60
JTHSIX
DataFileDir Karanor pasmemenus ¢aitnos | He ompezaesneno (null)
(data). Ecmm He ompeneneH,
ucnoip3yercs data_directory

Tabnuma camel routes CONEPKUT KPaTKOE OMUCAHIE MAPIIPYTOB U MPOIIECCOB CUCTEMBI.

B Tabnuue type files Bemytca mapameTpbl 0OpaOOTKM BXOJHBIX W BBIXOJHBIX THIIOB
¢aitnos. Ilpu mnepBuyHON ycTraHoBKe mpuiokeHns mnpConverter 3HaUYEHUS MapaMETPOB
Ha3HayaloTcs aBToMatuuecku. Ilpu oOHOBieHuu Bepcun mnpuinoxkeHus mnpConverter
YCTQHOBJICHHbIC 3HAUYEHUS MapaMETPOB COXPAHSIOTCA, 3a MCKIIOYCHHEM CIIydaeB He
MOCPEJICTBEHHOTO W3MEHEHHs 3Ha4eHHWH mapameTpoB oOHoBIeHHeM. [Ipu HeoOXxommmocTu
BHECTH W3MEHEHMs B Tpolecchl 00paboTKu B Tabiuue fype files MOryT OBITH J10OABICHBI
JOTIOJTHUTEJbHBIE TPOLECCHl (CTPOKH) MM CKOPPEKTUPOBAHBI MapaMeTphl JUIs ASHCTBYIOLIMX
nporieccoB. Baxuo npu namMenennu napametpos type files.tf star name, type files.tf path mmu
N00aBICHUH IOTIOJIHUTEIbHBIE TPOLIECCOB BHECTH CHHXPOHHBIE WM3MEHEHHs B HACTPONKH
MapuIpyToB 00paboTKu cornacHo 1m.5.3.3.

B tabnuue type files relations BexyTcsi CBA3M MEXAY BXOJHBIMHU U BBIXOJHBIMU THUIIAMU
¢aitnoB. Ilpu mnepBuuHOl ycraHoBKe mnpuiaokeHHss mnpConverter 3HA4YEHUS CBs3Ci
Ha3HA4yalTCs aBTOMaTuuecku. [lpu oOHOBIeHMM Bepcuu mpwiokeHus mnpConverter
YCTaHOBJICHHBIC CBSI3H COXPAHSIOTCSA, 33 HCKIIOUEHHEM CIIy4yacB HEMOCPEICTBEHHOTO
U3MECHEHHS CBsI3¢ii 0OHOBJICHUEM.

B Tabmuue account Benyrcs nactpoitku noxakmouenuit k LUBJITH Ilpu nepBuunoit
yctaHoBke npuioxxkenuss MNP Converter 3HaueHusi HACTPOEK HA3HAYAIOTCS aBTOMATHYECKH.
[Tpu n3MeHeHnn 3HaYeHHE MO account.ac_name He0OXOUMO BHECTH CHHXPOHHBIC H3MEHCHHSI
B HACTPOWKU MapHIpyTOB 00paboTKH coriacHo 1m.5.3.3

5.3.3 Hacrtpoiika MmapmpyToB

MapmipyTsl  3arpy3kd M BBITPY3KH  (ailloB  peaqu3oBaHbl B OTKPBITOM
KpoccruiatrpopmMeHHOM  java-¢peiimBopke  Apache Camel. KoppekTupoBka HacTpoek
JEUCTBYIOIMX MAPIIPYTOB MU A00ABICHIE HOBBIX MapUIPyTOB BBIMOIHSAETCS B UCXOAHOM KOJIe
npoekta Java  (mocraBnsercs B OUCTPUOYTHBE)  COIJIACHO JTOKYMEHTAIIH:
https://camel.apache.org.

5.3.4 Hacrtpoiika yTHJINTBI NEPBOHAYAIBHOI 3arpy3KH

KoppekTrpoBka HacTpoeK BBIOJIHIECTCS B KOH(PUIYypalMOHHBIX (aiinax —settings.ini u
settings telegent.ini, KoTopble HCHIOIB3YIOTCS TpU 3amycke getfiles.py.


https://camel.apache.org/
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Kondurypanmonnsiii paiin cocrout u3 cekunu — GENERAL oTBeuaer 3a noAKIOueHHE,
ee HaMMEHOBAaHHE HE HU3MEHSIEMO; MOCIEOYIOUMX CEKIUH MOXXET OBbITh HECKOJIbKO, OHH
BBINIOJHSAIOTCS 110 ouepean. CriCcoK napaMeTpoB CEKIIMM:

GENERAL
e dbname - HaumeHoBanue b/|
e user - moas3oBareib b/l
e host - xoct BJ]

e sslmode - TUT MIPOBEPKH cepTudUKaTa. JloKyMeHTaIHsI -
https://postgrespro.ru/docs/postgrespro/14/1ibpg-ssl (tadmuma 32.1)

e sslrootcert - myTh 10 KOpHEBOTO cepTUUKATA
e sslcert - myTh 10 KIIMEHTCKOT'O CEpTHU(PHUKATA
e sslkey - myTb 10 KiIrOUa cepTH(UKaTa
OcTanabHbIe CEKIUU
e stfp - criucok myTeit 10 manok Ha sftp cepsepe
e Jlocal - myTh 710 manku B KOTOPYIO MPOU3BOIUTCA 3arpy3ka ¢aiinos

® unzip - myTh JJIs PAaCHaKOBKH (ailyioB, eciu mycTo, (hailiibl OyAyT TOJIBKO CKaunBaThCs, 0e3
pacrakoBKU

e delta - db, col unu uucno, 3a ckonpko AHEH OpaTh Gaitnel, ecnu db mapamerp OyneT B3AT
u3 0aspl, ecnu col OyayT B3sTHI (hailyibl ONpPENEICHHOrO0 KOJIMYECTBA, YKa3bIBaeTCs B
napamerpax PAIL, Oper, NPlan, PInc, RI

e loaddb - 3arpysxath B 6a3y ¢aiinel wim HeT, eciu 1 - pacmakoBKa U 3arpyska B 0azy, eciu
0 - 3arpy3ka B local 6e3 3arpy3ku B 6a3y

e clear - ounIIaTh JIOKANBHYIO MAIKY Mepe 3arpy3Koi mwim HeT. | - ouniars, 0 - Het. Eciu
ykazaHa | Tak xe OyJeT OuuIIeH unzip

e PAIl - konmuuectBo Paiinos Port All

e Oper - konmuecTBO (haiinoB Operators

e NPlan - konnuectBo ¢aiinoB Numbering plan
e Plnc - konmuyectBo Paiinos Port Increment

e Rlnc - konnuectBo daitnos Return Increment

e cnabled - 06pabaTbIBaTh CEKINIO WA HET
5.4 3anyck u ocranoBka I1O

5.4.1 3anyck npuioxkenust mnpTransport

HeoGxonumo 3aiitu Ha cepBep mpuiiokeHust FS1. B nupekropun ¢ mnpTransport-
X.Y jar BBIMIOJIHUTE:

nohup java -Xmx6G -jar ./mnpTransport-X.Y.jar >> Transport.log &
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JlorupoBanue mporecca pabOTHl MPHIOKEHHS OyAeT BBIIOJIHATECA B (ailn
Transport.log.

B ciydae HeoOxonumocTu (HampuMmep, IpU persiaMeHTHbIX paborax Ha cepBepe FS1),
NPUIIOKEHNE HEOOXOMMO 3aIlyCTUTh Ha pe3epBHOM cepBepe FS2. OnHoBpeMeHHBIH 3amycK U
paboTa npuiIoKeHUs: Ha 000MX cepBepax He JOIYCKaeTCs.

5.4.2 3anyck npoueccos npuiaoxkennss mnpConverter

3amycK BBINOJHSCTCS IyTEM aKTHBAI[MH aBTOMAaTUYECKUX 3alaHuid cron.job Ha
MIEPUOIUYECKUM 3aIlyCK ITPOLIECCOB CIEAYIOLIUM 3a11pocoM K b/I:
update cron.job set active = true
Ecnu TpeOyetcs 3ammycTuTh OTACIbHOE aBTOMATHYECKOE 33/IaHIE TO HE00X0IUMMO
BBIIIOJIHUTH CIIEAyroIui 3anpoc K b/I:
update cron.job set active = true where jobid, Tae jobid uneHTHpUKATOP TpOIIECCa

[Tpu HEOOXOAMMOCTH CKOPPEKTHUPOBATh HaYabHOE 3HAYCHUE LUKINYECKOro CUeTUYnKa
N B macke umen# ¢aiina

MnpTrfPart YYYYMMDD N.csv—r1ae YYYYMMDD - nara, N - HOMep BBITpy3KU

BBINOIHUTE CKPUIIT:
ALTER SEQUENCE public.seq_mnptrfpart RESTART <N>;

I'me N TpeOyeMoe 3HaUYCHUE CUETUUKA.

5.4.3 OcranoBka mnpTransport

BrImonHuTE KOMaHay B KOHCONH cepBepa FS:
pkill -9 -f mnpTransport-X.Y jar

5.4.4 OcranoBka cron.job

OcTaHOBKA BBITIOJHICTCS IIyTEM JICAKTHBAIIMY aBTOMATHUYECKUX 3aJ[aHui cron.job Ha
MEPUOJNYECKUI 3aIlyCK IMPOLECCOB CIEAYIOIIUM 3anpocoM K b/I:

update cron.job set active = false

Ecnu TpeOyercsi OCTaHOBUTH OTJEIIBHOE aBTOMAaTHYECKOE 3aaHUe TO HEOOXOAUMO
BBIIIOJIHUTH CIIEAyroIui 3amnpoc K b/I:

update cron.job set active = false where jobid, Tne jobid unenTHpUKaTOp TpOIIECCA

5.4.5 OcranoBKka/3anmyck 00pad0TKH OT/AEJbHBIX THIIOB BXOHBIX/BbIXOJHBIX (paiijioB
JInst ocTaHOBKY TIpoliecca 00pabOTKU BBITIOIHUTD CIICAYIONINIA 3a1poc:
update type_files set tf is_active = false where tf id =id
20e tf id unenTudukaTop mpoiecca 06padoTku TUna Qaition
Jlns 3amycka npouecca 00pabOTKK BBIIOJIHUTD CIEAYIOIINI 3aIpoc:
update type_files set tf is_active = false where tf id =id

20e tf id unentudukatop mpoiecca o0padboTku THMa (Haiiaos



Konseprep MNP ¢aiiiios.

PoctenekomMm PykoBoacTBO aIMHHHCTPATOpPa

000 «Poctenexom UT»
Pepakuus: 1.7 ‘ Crp. 16 u3 20

5.5 BbInoJHeHHe PYYHBIX Onepanui

5.5.1 3anyck yTuJaMThl NePBOHAYAIBHON 3arpy3KH
Ckpurr getfiles.py:

1) 3amonHsieT WCTOpWUYECKYIO Tabmuiy mnptrf history 1O AaHHBIM (aiioB
Port_Increment u Return Increment u pazmeménnsix Ha cepsepe LIBAITH ¢ 3ananHoi# rimyOuHOM
IIpHU 3aIycKe ¢ KoH(purypauuit settings.ini;

2) xommpyer daitnel Port Increment, Return Increment, Port All, Operators,
Numbering plan ¢ IBJITH B naniky /mnt/data/dev/fs/output/Teligent c 3anannoi rryOuHOM Tpu
3aIrycke ¢ KOHpUrypanueu settings _telegent.ini.

3amyck getfiles.py BBITIONHSETCS pa30BO MpU MEPBOHAYAIBHON ycTaHOBKE CHCTEMBI
WM TIpu ocTaHoBke mnpTransport 6osiee uem Ha cyTku. [locienyromas akTyaniu3amms JaHHbIX
B Tabnuue mnptrf history BBINIOJHAETCS aBTOMAaTHYeCKU mpmiiokeHneM mnpConverter
byHKuMEH mnp_form_mnptrf history, a 3arpyska daiinos B Hanky
/mnt/data/dev/fs/output/Teligent mapmpytom UnloadedForTeligent mpunoxenus mnpTransport

Jlnst 3amycka mpolriecca B TUPEKTOPUH, I7Ie YCTaHOBJICH getfiles.py BBHITIOIHUTH KOMaHIy
B KoHcoJu cepBepa FS:

python3 /home/coder/getfiles.py -c /home/coder/settings.ini

unu

pyvthon3 /home/coder/getfiles.py -c /home/coder/ settings_telegent.ini

JlorupoBanue rnpotecca paboThl yTUIUTHI OYZIET BHINOIHATHCS B (hailn getfiles.log
5.5.2 3amyck otaeabHbIX nmpouecco mnpConverter

[Tpn HEOOXOAUMOCTH BBITIONHUTEL OTHEIBHBIC Mpoliecchl mpuioxkeHuss mnpConverter
BOCIIOJIB30BATHCS TAOJIULIEH:

HaumenoBanue pyHxnun Ha3nauenne pyHkuuu Cxpunr 3anmycka

mnp_creation_out_files Coznaer mabIOHBI BRIXOIHBIX (GaiiiioB | select mnp_creation_out files();
B Tabmume out files Ha ocHOBe
MIPUHSATHIX BXOTHBIX (hailtoB

mnp_processing out files O06pabatbiBaeT(IpeoOpa3OBHIBALT) select mnp_processing out files();
BXOJTHBIC JIaHHBIE. dopmupyet
BBIXOJIHBIC TAaHHBIC B TAOIUIIAX.

mnp_unloader Beirpyxxaer  gamnsle w3 B/l | select mnp unloader();
DopMupyeTCs BEIXOTHBIC (aiiiIbl

mnp_set in file complete YcranaBnuBaer (uHaNbHBIE CTaTYChl | mnp set in_file complete();
00paboTKH  AJIsl IPUHATBHIX BXOTHBIX
¢aiinos
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5.5.3 Toanepxkka ceppuca Camoperucrpanus

Jis monAep)KKH Tpolecca  JUCTAaHIMOHHOTO — Tepexojia KIUEHTOM OT OJHOTO
oreparopa K IpyroMy ¢ COXpaHeHHEM HoMepa peanu3oBaHa GyHkuus get oper by def

@OyHKIUSA BBIIACT aKTyalbHy0 MHpopMauuio B ¢opmare XML o ToM, K Kakomy
onepaTopy u peruony no nanasiM b/IITH npunagnexutr DEF Homep kinueHTa.

Bb130B (pyHKITMH BBITOTHAETCS KOMaH/I0i:

select get_oper by def("9000000000');
BrIxoHbIe JaHHBIE BO3BPAIIAIOTCS B TEKCTOBOM (hopmare ¢ pazmetkoir XML.

[Tpumep Bo3Bparta pe3ynbraTa MpU OTCYTCTBUH OIINOOK:

<?xml version="1.0" encoding="UTF-8" ?>
<result>
<res_code>0</res_code>
<operator>
<oper_id>mMTS</oper id>
<oper _name>"Moburvuvie TereCucmemur" [IAO</oper name>
<region>
<region_id>25</region_id>
<regionname>Kpacnooapckuii kpaii</regionname>
</region>
</operator>
<port_info>
<port_date>2021-06-06T01:05:49+03:00</port date>
<src_table>in _port all</src_table>
</port_info>
</result>

[lepeyeHp KOOB M OMHMCAHUI OMNOOK BHIMOJIHEHUS (PYHKITUH :

Kon ommoxn Onucanne omuoOKu
0 Her ommbxu
-2 Howmep He BbIIENEeH oniepaTopy WIM HE BXOAWT B pecypc HyMepanuu PO
-1 He xoppektro nepenan DEF Homep»
-3 OTCyTCTBYIOT MCXOJHBIC JaHHBIC B TAaOIMIax
-4 Hcxonnble faHHbIe B TAOIHIBI 3arpy>KEHBI HE IOJHOCTHIO»
-5 He nalifneHnsl JaHHBIE IO PETHOHY OIEpaTopa
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-6 He naiinensl nanHble o oneparopy

5.6 MounuTopuHr npouecca pynkuunonuposanus IO

5.6.1 MonuTtopuHr J10roB npuioxeHus mnpTransport

Jlor paboTsl mpunoxenus mnpTransport puxcupyercs B daiine trasport.log. [Ipocmotp
COZIepKUMOTO (paiia BHIMOIHACTCS KOMaHI0# B KoHcomu cepsepa FS.

B nor-¢aiine pukcupyrotes cienyromnye coObITUs o padoTe npuinoxxeHuss mnp Transport:

CoObITHE

Onucanne

[main]

:Started Mma mapupyma

0.a.c.impl.engine.AbstractCamelContext

Mapuipyt (MmMAa mapwpyma) BKIFOYHICS

Uma mapuwpyma: start route - Uma ¢alina

Crapt MapipyTa (MMA mapuipymad) 10 paciiucaHHio
10 KOHKpeTHOMY Qainy(Mma ¢alina)

Uma mapwpyma: Tposepka..- true

ITposepka s MapiipyTa (MMA mapuipyma) Ha
JIOIYCTHMOCTb 3arpy3KH/BBITPY3KH IPOILIa
YCHEIIHO.

Uma mapuwpyma: copy file Uma ¢ailina

Mapupyt (MMA mapwpyma) cKonupoBai (ann
(Uma ¢aiina)

Uma mapuwpyma: File was copied in umA
mabauyel id - if_id

Mapiupyt (MMA mapuwipyma) 3arpy3uil JaHHBIA B
tabuuiy (UMAa mabauysl) U Co3Ial 3aIkch B
tabnuue in_files (1f_id -udeHmugpuxkamop
amol 3anucu)

Uma mapwpyma: copy in processed

Mapiupyt (MMA mapwpyma) ckonupoBai (aii B
JMPEKTOpHIo processed

Wma mapwpyma: TMNpoBepka Ha 3arpysky -
false - mekcm npu4yuH He ycnewHou
npoBepKu

ITposepka s Mapiipyra (MMA mapuipyma) Ha
JIOIYCTHMOCTb 3arpy3KH IIPOIIa HEe YCHEUIHO,
paboTa MapmIpyTa IpHOCTaHABIUBACTCS 10
CJIC/TYIOIIIETO aBTOMAaTHYECKOTO 3aITyCKa.
CHHCOK MPUYXH HE YCTICIIHON MTPOBEPKU:

no active type files — [1st 3TOr0 MapPIIPYT HET
AKTUBHBIX TUTOB (aiinos (Tabmmma type_files)

is this file — aToT daiin yxe 3arpyxen

there is a file type in processing — ¢aiin sToro Tumna
HaXoJuTCs B 00pabOTKe Ha JaHHBI MOMEHT
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this file is in the process of uploading — atot daiin
YK€ BBITPY’KEH

no Port Al for this day — ¢aiin Port All... 3a
CETOJHAIIHUE CYTKH €IIe HE 3arpy’KeH
(mpoBepka [yt MapmpyTa 1o ¢aiinam
Port_Increment... u Return_Increment...)

Uma mapuwpyma: That do not work ITposepka s Mapiipyra (MMA mapuipyma) Ha
JAOIMYCTUMOCTD BBIT'PY3KHU MPOIJIa HE YCHCIITHO
paboTa MapmIpyTa NpHOCTaHABIUBAETCS 10
CJICAYIOMICTO aBTOMATUYCCKOI'O 3aI1yCKa.

Uma mapupyma: end route - Uma ¢alina MapuipyT 3aKkoHUEH

5.6.2 MoHHTOPUHT JIOroB paboTh! NpuiIoxenuss mnpConverter

Jl1s. IpPOCMOTPOB JIOTOB PE3yJIbTaTOB pabOThl 00pabOTUYMKA BBHIMOJIHUTH CIEAYIOLIHNA
3anpoc K b/I:

select * from mnp_log order by 1 desc

Kparkoe onucanue 3HaunMbIxX nosneit (moapoono B Kouseprep MNP Omnucanue Tabnuig
v.1.0.docx):

e mlog text — TEKCTOBOE OMHMCAaHUE COOOIICHMS;
e mlog navi date — nara u Bpems BBIIIOJHEHHUS OTIEPALIUY;
e mlog level — ypoBeHb cOOOIICHNE JIOTUPOBAHHUSL.

Jlns mpocMOTpa JIOTOB PE3yJbTaTOB BBIOJHEHHUS AaBTOMATHUECKUX 3aJaHHil cron.job
BBIIIOJIHUTH CIIEAyroIui 3anpoc K b/1:

select * from cron.job_run_details order by 2 desc

Kparkoe omnucanue 3HauuMbIX mosieil (moapoOHO B nokymeHte «KonBeptep MNP.
Onrcanue TaOIHI):

e command — BBINOJHAEMBIN CKPUIIT;

e status — COCTOSIHME BBIIIOJHEHHON UTEPALMU 3aJaHNUs;

e return message — BO3BpaIlacMOe 3HaU€HHUE BHITIOJTHEHHBIM CKPUIITOM;
e start time — aTa ¥ BpeMs Hauana paboThl UTEpPAIMH 3aJaHUS;

e end time — maTa ¥ BpeMsi OKOHYAHUS paOOTHI UTEPALUHU 33aHUS.

5.6.3 MOHHUTOPHHT AUCKOBOI'O IPOCTPAHCTBA
MOHHTOPHHT OCYIIECTBISETCS cpeAcTBamMu Zabbix areHTa.
5.6.4 MOHHMTOPUHT 3arpy>KEHHBIX U BHITPY>KEHHBIX (hailioB
Hcnons3yrores GyHKIMU:
mnp_checking for_in_files

KonTtponbHast mpoBepka 3arpykeHHbIX (hailioB
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mnp_checking for out files.

KonTtpomnbHast mpoBepka BBITPYKEHHBIX (paiiioB

OyHKIUN aHATU3UPYEeT TEKyllee BpeMs W HACTpOMkH THNOB (ailnoB (Tabauua

type files). Boszspamaer 0 ecnu

HAa0Op BXOIHBIX\BBIXOIHBIX

(hailyioB  MOJIHOCTHIO

3arpy’kKeH/BBITPYKEH 3a IMOCIIeAHUN NIepuo (HacTpoiika nepuoja B Tabnuue type files), nnaue

1.

OyHKIMKA MOTYT BBI3BIBATBCA BPYUYHYIO I KOHTPOJS M IIPOBEPKH IIpolecca
3arpy3Ku\BBITPY3KH, JINOO BBI3BIBATHCS MEPUOANYECKH BHEIIHEH CHCTEMONH MOHUTOPHHTA.




